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Abstract
To enhance pandemic response in COVID-19, Google and Apple introduced the Exposure Notification (EN) system - a
decentralized, Bluetooth-based framework enabling contact tracing applications to evaluate and mitigate exposure risks.
As the EN system is expected to evolve in upcoming versions to address future pandemic scenarios, characterizing and
addressing its current attack vectors and vulnerabilities is critical to ensuring its effectiveness and robustness in future public
health responses. Existing literature studies have revealed vulnerabilities, assessed their impact, and, in some cases, proposed
countermeasures to improve the EN’s resilience. However, the current state of the art still lacks a general taxonomy with
adequate granularity that includes the most recently disclosed attacks. This paper presents a comprehensive taxonomy of
attacks targeting the EN system. Building on existing categorizations, the proposed taxonomy refines and expands previous
frameworks to systematically classify 47 known attacks. It adopts a granular, multilevel structure organized into three core
categories – Denial of Service, False Alert Injection, and Information Disclosure – based on attack characteristics, objectives,
and outcomes. This taxonomy details current EN attack vectors and procedures, highlighting areas and vulnerabilities that
warrant further exploration, analysis, and revision. By systematically mapping these threats, this research aims to advance
the design of resilient and secure contact tracing frameworks–a basis for strengthening future contact tracing applications.
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1 Introduction

The COVID-19 pandemic has been recognized as one of the
most significant global health crises of the century [1], with
a profound impact not only on physical health but also on
the global economy, social interactions, and consequently,
mental health [2]. During the pandemic, intensive efforts
were devoted to developing strategies aimed at containing the
spread of the virus. One such strategy was the use of digital
contact tracing applications to assess a user’s potential expo-
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sure. By detecting devices in proximity, it becomes possible
to trace potential transmission chains by identifying individ-
uals with whom an infected person had contact. Regrettably,
these applications failed to achieve their intended objectives,
primarily due to significant user mistrust regarding the appli-
cations, particularly concerning privacy issues [3].Moreover,
empirical analyses of official Android contact tracing apps
deployed in Europe have shown that, although these apps
were generally well engineered, they still exhibited weak-
nesses, vulnerabilities, and misconfigurations with potential
security and privacy implications [4]. Consequently, ensur-
ing the security of such systems becomes a critical factor in
preparing for future health crises, where these applications
could be utilized for rapid epidemic management to contain
outbreaks at their very inception.

Digital contact tracing applications can employ central-
ized or decentralized frameworks, using various methods to
log encounters between mobile devices, such as GPS loca-
tion or Bluetooth identifiers [5]. The centralized approach
handles the matching process of the identifiers in a central
server controlled by the Health Authority [6]. The decen-
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tralized frameworks use random identifiers and process the
exposure analysis on the user’s device.

The Exposure Notification (EN) is a decentralized contact
tracing framework developed by Google and Apple, used
by over 38 million users in Europe [7]. In Google’s API
documentation [8] the core features of the EN system are
presented. The EN system is used by contact tracing appli-
cations and handles the exchange of anonymous identifiers
using Bluetooth advertisements and is also responsible for
the identifier generation and the matching process of the
received identifiers with the ones marked as infected. The
anonymous identifiers, named Rolling Proximity Identifiers
(RPIs), rotate every 15 minutes by deriving a new identifier
from a Rolling Proximity Identifier Key (RPIK). In turn, this
key is derived from a key that rotates every day: the Tempo-
rary Exposure Key (TEK). The RPIs received via Bluetooth
advertisement scanning are stored on the device and used to
determinewhether a userwas in contactwith an infected indi-
vidual bymatching infectedRPIs against those stored locally.
Since this process relies on Bluetooth Low Energy signal
measurements, proximity estimation is inherently imperfect
and can be affected by environmental conditions, device ori-
entation, and hardware characteristics [9].

As EN is expected to evolve in upcoming versions to
address new pandemic scenarios, its current attack vectors
and vulnerabilities should be addressed. Since EN relies on
Bluetooth advertising, it is vulnerable to known Bluetooth
attacks such as jamming [10] and disabling the Bluetooth
feature on a mobile device [11]. Prior work has also uncov-
ered attacks that compromise data integrity by injecting false
alerts [12–15], attacks that link a user to an anonymous iden-
tifier exchanged by the EN system [16], and attacks that
may enable large-scale physical harmscenarios [17].Authors
such as Dehaye & Reardon have also analyzed deployment
methods, for example, by injecting malicious code into an
SDK [18]. Google’s documentation [19] provides a one-level
categorization of attacks on the EN system. Other studies
have also proposed categorizations for these attacks [12, 16].

Although numerous attacks targeting the EN ecosystem
have been identified and several classification attempts have
been proposed, existing approaches exhibit important limi-
tations. Broad reviews of contact-tracing applications, such
as [20, 21], provide useful high-level threat overviews, but
they are not designed as EN-specific attack taxonomies. First,
prior EN-focused taxonomies are typically limited to single-
level or overall categorizations [22–24], which do not capture
the multi-stage nature and operational complexity of modern
attacks. Second, they often focus on specific subsets of threats
(e.g., privacy or integrity), rather than providing a unified
view across all security dimensions [22, 25]. Third, recent
attack vectors, including those exploiting SDK integrations,
large-scale abuse scenarios, and advanced Bluetooth-based
techniques, are not systematically incorporated into exist-

ing classifications. As a result, there is currently no unified,
multi-level taxonomy that comprehensively captures the full
landscape of EN attacks while preserving analytical use-
fulness for security evaluation, system design, and risk
assessment.

To address these limitations, this paper proposes a struc-
tured and comprehensive taxonomy of attacks targeting the
EN system. Unlike prior approaches, the proposed taxon-
omy is designed as a multi-level classification framework
that systematically organizes attacks based on their opera-
tional impact and underlying mechanisms. In particular, this
work first identifies and formalizes a research gap in existing
ENattack classifications, highlighting the lack ofmulti-level,
comprehensive, and up-to-date taxonomies. Building upon
this observation, we introduce a three-level taxonomy of EN
attacks, structured around three primary categories identified
in [12, 16], namely, denial of service, false alert injection,
and information disclosure, which are further refined into
subcategories and concrete attack instances. The proposed
taxonomy integrates and systematizes previously reported
attacks with newly identified or recently discussed threats,
thereby providing a unified and current view of the EN threat
landscape.

Furthermore, the taxonomy establishes a structured map-
ping between attacks and underlying system vulnerabilities,
enabling more rigorous security analysis and supporting
risk assessment as well as mitigation planning. Finally, we
demonstrate how the proposed taxonomy can be used by
both researchers and practitioners to analyze attack surfaces,
prioritize risks, and design more resilient contact tracing
systems. In contrast to existing categorizations, the pro-
posed taxonomy emphasizes analytical usability. Organizing
attacks according to their outcomes and operational char-
acteristics, enables clearer reasoning about attack impact,
facilitates comparison across attack classes, and supports the
identification of systemic weaknesses in EN-based systems.

This paper is structured as follows: Section 3 reviews
existing taxonomies for attacks onEN and decentralized con-
tact tracing systems. Section 4 outlines the methodology and
design adopted in this study. Section 5 introduces the pro-
posed taxonomy in detail. Section 6 critically discusses its
implications. Finally, Section 7 summarizes the conclusions
and suggests directions for future research.

2 Methodology

To design the proposed taxonomy, a structured review of
existing literature and official documentation related to
attacks on the EN system and decentralized contact tracing
frameworks was performed. The overall selection and filter-
ing process is illustrated in Fig. 1.
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Fig. 1 Flow diagram of the
literature selection process

The data collection process was based on three primary
sources:GoogleScholar, previous surveys/analysis of attacks
reported in the literature, as summarized in [7], and pub-
licly available official documentation provided by Google
and Apple, focusing on identified risks and attack scenarios
related to EN.

InGoogleScholar, the followingquerywasused: (“GAEN”
OR “Google/Apple Exposure Notification” OR “Exposure
Notification”) AND “taxonomy” AND “attack”. The time
frame for initial identification included articles published
from 2020, the year when Google/Apple Exposure Notifi-
cation (GAEN) was launched, to the end of 2022. This time
frame covers the entire COVID-19 pandemic period, which
lasted from March 2020 to May 2022, when the epidemic
state was lifted [26]. This resulted in 66 papers.

Regarding previous surveys and analysis, in [19], Google
presents a list of security and privacy risks related to EN,
together with mitigation measures incorporated into system
design. This resulted in 21 reports to analyse.

Finally, the official public documentation provided by
Google was also examined, which resulted in 1 report to
analyse.

The initial collection process identified a total of 88
papers. After screening titles and abstracts, 36 papers were
excluded based on the following criteria (1):

• Publications not written in English;
• Papers unrelated to attacks on EN or decentralized con-
tact tracing systems.

This resulted in 52 papers selected for full-text review. At
this stage, 43 papers were excluded based on the following
criteria (2):

• Studies describing a single attack, without broader anal-
ysis;

• Studies that did not provide an attack characterization,
classification, or taxonomy.

Finally, 9 paperswere included in the qualitative synthesis.
These selectedworkswere then analyzed to extract individual
attacks, identify their characteristics, and examine how they
had been categorized in prior literature. This analysis served
as the foundation for designing the proposed multi-level tax-
onomy, including the definition of categories, subcategories,
and attack mappings.

3 Related work on EN-based attacks
categorization

In the public document [19],Google provides a list of security
and privacy risks related to EN, as well as measures adopted
in the design of EN to mitigate these risks. Fig. 2 provides a
graphical representation of this list. These attacks are catego-
rized according to their primary objective: tracking, learning
about social interactions, determining COVID-positive sta-
tus, or disrupting the system.

The tracking category includes attacks that use features
of the EN system to track a user’s infection status. Variants
in this category include Bluetooth-based tracking, retriev-
ing confirmed-infected TEKs and deriving RPIs to link them
to a user, and linking diagnosis keys across different days.
The learning social interactions category includes attacks in
which an adversary tries to infer whether a user has met
an infected person by analyzing whether an exposure warn-
ing is raised. The learning COVID-positive status category
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Fig. 2 Exposure Notification risks identified in [19]

involves amore direct approach to ascertaining a user’s infec-
tion status. By compromising the diagnosis server or the
mobile device, or by performing a forensic analysis of the
device, an attacker can validate the user’s status. In other
cases (e.g., network traffic analysis and re-identification), the
attacker analyzes HTTPS communications between the user
and servers or compares collected RPIs with those derived
from infected keys. The disruption category involves actively
injecting false RPIs and compromising the integrity of data
stored on devices. These RPIs can be spoofed from a reported
diagnosis key and relayed to another location (as in the relay
attack in [16]). An attacker can also generate exposure warn-
ings by falsely uploading specific TEKs , for example, via
server data pollution,which is similar to the false report attack
in [12].

In [12], the author introduces and categorizes attacks and
vulnerabilities related to the EN system. Fig. 3 provides a
graphical representation of this categorization. The author
groups attacks into two main categories: False Alert Injec-
tion and Tracking. Within Tracking, there is a subcategory
for Deanonymizing Known Reported Users. The Tracking
attack involves obtaining information about a user and their
infection status. These attacks range from using Bluetooth

Fig. 3 Attacks and categories extracted from [12]

beacons to capture RPIs to coercion and physical threats.
The subset of deanonymization attacks uses techniques to
capture RPIs from a specific user and then compare them
with those released as infected. False alert injection attacks
involve sending false or stolen RPIs and TEKs to other users
to trigger an exposure alert. This can be done via replay and
relay attacks, or by falsely reporting a TEK as infected. The
attacks are further detailed in [7]. This categorization pro-
vides a one-level taxonomy based on false alert injection and
tracking. Given the characteristics of the analyzed attacks,
this categorization could benefit from greater granularity.

In [27], the authors present a privacy threat model that
includes multiple attacks on the EN system. The model
associates specific goals with each identified attack; Fig. 4
provides a graphical representation of these attacks and
the attacker’s goals. Eavesdropping involves capturing the
RPIs sent by EN. Data disclosure, coercion, and spoofing/-
tracking/replay attacks have been explained previously. The
attacks were analyzed in [7]. This taxonomy differs from
the others discussed in this state-of-the-art review because
it focuses on attack goals. It presents multiple scenarios and
variants for each attack and uses a single level of categoriza-
tion.

In [28], the authors present an alternative decentralized
contact tracing system that they consider better prepared for
mass-surveillance attacks. They describe multiple attacks
(including those in [12]) and categorize them as Mass
Surveillance or Other. The attacks categorized as Other are
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Fig. 4 Attacks and categories extracted from [27]

either variants of the replay attack in [12] or examples of
singling-out attacks [7], such as the Gossip attack. Mass-
surveillance attacks correspond to compromised scenarios,
such as compromising the backend, the EN app, or the health
authority. They focus on checking users’ infection status or
tracking their contacts. Further details on these attacks are
provided in [7]. Fig. 5 provides a graphical representation of
this classification. This categorization focuses specifically on
mass-surveillance attacks and is therefore not a general clas-
sification. Additional attacks and classification levels could
be included.

In [22], the authors present an alternative to the EN contact
tracing systemand compare vulnerabilities in the exchangeof
ephemeral identifiers in decentralized systems with those in
their proposal. The paper discusses linkability and low-cost
attacks, and although it does not define an explicit category,
its attacks can be viewed as linking-related. This categoriza-
tion is shown in Fig. 6. This classification focuses only on
attacks targeting the identifier exchange. Since it does not
discuss other attacks identified at the time (e.g., [12]), it is
not considered a general taxonomy for EN attacks. All men-
tioned attacks are related to linkability, and each explores

Fig. 5 Attacks and categories extracted from [28]

Fig. 6 Attacks identified in [22]

Fig. 7 Attacks and categories extracted from [23]

different parts of the EN system, including scenarios such as
collusion between attackers and the Health Authority.

In [23], the authors present two attacks, Contact Pollution
and Contact Isolation, and classify them as Data Poison-
ing and Privacy attacks, respectively. Fig. 7 illustrates this
classification. This classification covers only the two attacks
discovered by the authors. The categories distinguish attacks
basedon their impact ondata integrity anduser privacy.These
attacks are similar to the Replay and Singling-out attacks;
further details are provided in [7].

In [24], the authors analyze two attacks using the cate-
gories of Security and Privacy, and also test these attacks
in real scenarios. Fig. 8 depicts the classifications provided
for these attacks. These classifications are limited to the
attacks tested or discovered by the authors. The RelayWorm-
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Fig. 8 Attacks and categories extracted from [24]

Fig. 9 Attacks and categories extracted from [29]

hole attack is similar to the Relay and Replay attacks, while
the Profiling attack is similar to the Deanonymizing Known
ReportedUsers category described in [12]. It should be noted
that this work does not present a comprehensive taxonomy
of all EN system attacks.

In [29], the authors explore multiple attacks that inject
identifiers into a target to trigger false exposure events. As
in [12], this category is referred to as False Alert Injection.
Similar to previous papers, this work does not provide a gen-
eral taxonomy for EN attacks. However, it provides details on
different False Alert Injection attacks and how they are exe-
cuted. In this paper, time-travelling attacks are introduced;
in these attacks, an adversary manipulates a device’s time
so that EN accepts an outdated key. These attacks include
Master of Time and Belated Replay. Another approach for
injecting false alerts involves using an app that simulates
EN’s behaviour or using infected TEKs from other countries
that are still valid (9).

Fig. 10 shows the taxonomy presented in [30] for gen-
eral attacks on contact tracing. The authors divide attacks
into three main categories, based on the technology they use:
Bluetooth, GPS, or generic (applicable to both). Bluetooth-
based attacks such as bluesnarfing and bluebugging involve
establishing a connection with the target, which is not pos-
sible when using Bluetooth advertising. Bluejacking allows
an attacker to send unsolicited messages to the target. Most
generic attacks have been explained in previous classifica-
tions and in [7], except for Resource Drain and Screen Lock.
The former involves sending messages to waste resources
(e.g., battery), while the latter is a ransomware attack that
locks the target’s screen upon installation of a fake contact
tracing app.

Krehling and Essex [31] propose a security- and privacy-
scoring framework for contact tracing applications. Rather
than presenting a comprehensive EN-specific taxonomy,

Fig. 10 Contact tracing attacks taxonomy from [30]

the paper uses a CVSS-inspired evaluation rubric and an
attack tree to compare protocol families and representa-
tive applications. Fig. 11 summarizes the attack structure
used in that work. Its main distinction from the taxonomies
discussed above is that it organizes attacks according to
high-level attacker goals—breaking privacy or injecting false
information—in support of comparative scoring, rather than
constructing a granular, multi-level classification of EN
attacks.

As a final remark, to the best of our knowledge, there is
no comprehensive and up-to-date taxonomy for EN-based
attacks. Google’s categorization focuses on specific attacks
that are common to decentralized contact tracing systems
and on whether EN is vulnerable to them. It does not cover
the latest known attacks. Likewise, the taxonomy in [30] is
not specific to the EN system; instead, its objective is to dis-
tinguish attacks that target GPS, Bluetooth, or both. More
broadly, the reviews by Ang and Shar [20] and Hamza et
al. [21] are relevant as high-level contact-tracing security
references: they synthesize general threat scenarios, secu-
rity and privacy concerns, and design considerations across
contact-tracing applications. However, they do not propose
a EN-specific, multi-level taxonomy of attacks. Similarly,
Krehling and Essex [31] contribute a useful attack-modeling
and scoring framework for contact tracing applications, but
their emphasis is on comparative evaluation across app archi-
tectures rather than on a comprehensive taxonomy of EN
attacks. The taxonomies analyzed in the papers mentioned
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Fig. 11 Attack-tree structure summarized from [31]

in the systematic review in [7] are not general. They could
be extended with more granularity, as they use only one
classification level and do not include all known attacks.
The reviewed categorizations typically focus on a subset of
attacks discovered or tested by the authors. Some classifica-
tions, such as the one in [12], have been adopted by other
authors in more recent papers.

4 Design of the proposed taxonomy

The proposed taxonomy is based on the outcome of the
attack, since it directly reflects the operational impact of each
attack on the EN system. Thus, we align the taxonomy with
the core security objectives of the EN system: availability,
integrity, and confidentiality, by defining three main cate-
gories: denial of service, false alert injection, and information
disclosure. This approach is based on the initial categoriza-
tion proposed in [12, 13, 16] and allows us to systematically
analyze how each attack affects the system’s functionality
and user trust, as follows:

• Denial of Service (DoS) attacks disrupt the availability
of the EN system by exhausting device resources (e.g.,
battery, Bluetooth interface)

• False Alert Injection attacks compromise the integrity
of exposure notifications, leading to false positives or
negatives

• Information Disclosure attacks violate confidentiality,
exposing sensitive user data or infection status

However, this proposal expands these categorizations by
introducing additional levels and greater granularity than
the single-level classifications currently used. Accordingly,
the first level of classification consists of these three known
attack classes, from which more granular classifications are
derived. The second level of the taxonomy tree includes two
subcategories for each main category. This level focuses on
the outcome or target of each attack and classifies attacks
by their likely outcome. The definition of each subcategory
takes into account an attacker’s objective, how the attack is
executed, and its outcome. Thus, the attacks are assigned to
specific subcategories based on:

• Mechanism of Execution: how the attack is carried out
(e.g., passive vs. active disruption, direct vs. inferred
information disclosure)

• Outcome and Impact: the intended outcome and the
impact.

The proposed taxonomy is presented as a tree struc-
ture, where each attack is referenced using unique cardinal
numbers and classified under a single primary category to
maintain clarity and avoid overlap. Recently, researchers
in [29] uncovered a type of attack that, although it belongs to
the false alert injection class, does not have the same outcome
as most other attacks in that class. This taxonomy, there-
fore, differentiates attacks by outcome rather than grouping
them under broad categories. However, we acknowledge that
some attacks may be followed by other attacks. To address
this, we classify attacks based on their primary objective
(e.g., disrupting availability, injecting false data, or disclos-
ing information).

The proposed taxonomy is designed to be extensible and
incorporate novel attacks, allowing them to be classified as
they emerge, even if they exhibit hybrid characteristics.

4.1 Denial of service category

A Denial of Service (DoS) attack is an attempt to thwart
the legitimate use of a service or connection [32]. In the
Bluetooth context, such attacks can disrupt communication
between two devices by exhausting or otherwise affecting
the resources on one of them. These resources range from
the capacity of the Bluetooth chipset to the device’s battery
and storage. The attacks in this category are not limited to
jamming and classicDoSattacks that involve highvolumesof
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Fig. 12 Denial of Service attacks category

requests; they also include attacks launched via applications
that disrupt the expected behavior of a mobile app.

The EN attacks included in the Denial of Service category
of the proposed taxonomy are presented in Fig. 12.

Two subcategories are proposed for these types of attacks:
passive disruption and active disruption. A passive disruption
attack thwarts the EN system by disabling Operating Sys-
tem (OS) features that are essential to its operation (e.g.,
Bluetooth and GPS on an Android device). By disabling
Bluetooth, either manually or programmatically, an attacker
does not directly exploit EN features; instead, they disable
a feature of the core system through an external measure.
An active disruption attack affects the EN system by exploit-
ing the EN features, for example by flooding an area with
Bluetooth messages that carry EN Universally Unique Iden-
tifier (UUID) or draining the battery of a device by repeatedly
transmitting fakeENBluetoothmessages. Such attacks target
device resources, such as the battery, storage, or Blue-
tooth interface. Accordingly, they are divided into Internal
Resources Exhaustion and External Resources Exhaustion.
The former encompasses attacks that target resources not
directly used in the EN communication process (e.g., battery
and storage), whereas the latter targets the Bluetooth inter-
face. The attacks categorized as external resource exhaustion
are jamming, advertising overflow, and requests overflow,
because they target the device’s Bluetooth interface. Bat-
tery exhaustion and storage drain are classified as internal
resource exhaustion. Finally, interface disabling is a pas-
sive disruption technique that involves disabling the device’s
Bluetooth feature.

4.2 False alert injection category

False alert injection attacks raise infection alerts on unsus-
pecting targets who were not exposed to an infected person.
As noted in [12], a false infection contact may lead to dis-
crimination or social accountability and may also be used to
affect a target (e.g., a football player) before an important
match. To trigger a false alert, an attacker must inject a spe-

Fig. 13 False alert injection attacks

cific RPI into the target’s device; the means of delivery and
RPI generation vary across attacks. This category of attacks
is also described as fake contact events [12].

This type of attack can result in either a guaranteed alert
or a possible alert. These subcategories distinguish attacks
by their likelihood of raising an exposure alert on the target.
Guaranteed alert attacks will always raise an alert on the tar-
get’s device,whereas possible alert attacks are not guaranteed
to reach the target effectively.

Replay, relay, and simulated EN attacks use randomly
obtained RPIs that may or may not later be identified as
infected, so they fall under the possible alert subcategory.
Missile, Fregoli, and Matteotti attacks operate by spreading
a randomly obtained RPI, and there is no assurance that the
target receives the identifier. In contrast, RPI spoofing, false
report, and trolling attacks use RPIs that are confirmed as
infected. RPI spoofing attacks also include multiple variants
that abuse the validity window of RPIs , for example, by
deriving identifiers from released TEKs or by changing the
time on the target device. Fig. 13 shows the false alert injec-
tion section of the proposed taxonomy.

4.3 Information disclosure category

EN is designed under the assumption that infected users
remain anonymous and that there are no effective ways
to trace RPIs to a user or device. Information disclosure
attacks compromise the anonymity of theENsystem to reveal
whether an infected RPI originates from a particular user
or whether two users have been in proximity. Information
disclosure attacks are divided by the reliability and method
used to obtain private data. Inferred attacks use algorithms
that analyze distance, GPS positioning, or EN copycat apps
(i.e., apps that mimic EN) to infer information. In contrast,
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direct attacks obtain information directly from the target and
do not require additional computation. Inferred attacks rely
on either creating an app similar to EN to collect more infor-
mation or using profiling algorithms to determine whether
two RPIs may belong to the same user. For example, pri-
vate encounter disclosure relies on checking whether two
users receive an exposure warning within a similar time
interval. Other advanced methods involve compromising the
diagnosis server, tracking released TEKs , or analyzing net-
work traffic between the target device and the server. Direct
attacks are less versatile because they typically target a single
individual and cannot be reused across multiple encounters.
These attacks obtain information directly from the target’s
device, for example by capturing a single RPI or manually
checking infection status in the EN-based app. Examples
range from coercing the target to reveal their contact trac-
ing app status to performing a forensic analysis of the mobile
device or recording individual RPIs . Fig. 14 shows the infor-
mation disclosure section of the proposed taxonomy.

5 Proposed taxonomy

Fig. 15 presents the proposed taxonomy, including all dis-
cussed sections and the classified attacks.

Each attack in the proposed taxonomy can be described
as follows:

1. Battery Exhaustion - This attack occurs when an attacker
sends large quantities of RPIs to a target to exhaust its
battery.

2. StorageDrain - An attacker sends valid RPIs to the target,
consuming storage resources on the device [33, 34].

3. AdvertisingOverflow -Amalicious app sendsmanyRPIs
in a short period of time, blocking EN advertisements.
This attack can be carried out by giving the malicious
app’s listener a higher priority for device events such as
reboot or Bluetooth communication. It differs from other
attacks because it directly affects EN advertisements
rather than only depleting internal device resources [7].

4. Jamming - This attack targets Bluetooth data trans-
mission between two devices by using a device that
continuously transmits thousands of invalid RPIs [31].

5. Requests Overflow - A DoS attack in which an attacker
sends a large number of RPIs to a target device, overload-
ing its Bluetooth capabilities and rendering it unable to
operate normally.

6. Interface Disabling - In this attack, interfaces necessary
for EN to operate are intentionally disabled [11].

7. Replay - This attack consists of retransmitting RPIs that
were previously received by a device [14, 31]. In [35], the
authors propose improving EN by incorporating geospa-
tial awareness when handling RPIs .

Fig. 14 Information disclosure attacks

8. Simulated EN - A signal strength manipulation attack
in which a malicious app simulates the EN system but
manipulates signal strength during advertising to appear
closer to the target than it actually is. This causes the
target to receive an RPI and the EN system to falsely
register the attacker as being nearby [29].

9. Relay - This attack is similar to replay attacks: an attacker
receives an RPI in one location and relays it to another
device in a different location.

10. Matteotti - The attacker impersonates the backend server
and sends a specific TEK to the target as an infected key.
This can lead the target to receive false-positive exposure
notifications and may cause them to spread the virus to
others.
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Fig. 15 Proposed taxonomy for
EN attacks
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11. Missile - Similar to the Relay attack, the attacker uses a
long-range Bluetooth transmitter to broadcast RPIs over
longer distances.

12. Fregoli - This attack is described in [22] and it is similar
to the Replay attack.

13. RPI Spoofing - Involves compromising the integrity of
data stored on devices by actively injecting false RPIs
. This is done either by spoofing a diagnosis key or by
relaying it to another location. The goal is to disrupt the
normal functioning of the exposure notification system.

14. KISS - In this attack, an attacker obtains TEKs published
by the health authority and replays the derived RPIs [29].
This attack is also referred to as theBelatedReplay attack.

15. Master of Time - The attacker alters the target device’s
time (setting it earlier) and injects RPIs that were valid
for that earlier time period [29].

16. Backend Impersonation - The attacker poses as the back-
end server to send infected TEK to the target [12].

17. Still-Valid Keys - Published TEKs are outdated, but some
remain valid due to the 2-hour RPI life tolerance. Interop-
erability between countries allows attackers to use valid
keys from one country in another.

18. Contact Pollution - Similar to the Replay attack, the
attacker sends fake RPIs to a target’s device.

19. False Report - This attack is performed when an attacker
falsely reports their own keys as infected, generating
alerts for other users [12, 31].

20. Terrorist - This attack is an improvement on the False
Report attack. In [17], the authors describe a blockchain
black-market solution that allows infected keys to be sold
and bought safely.

21. Server Data Pollution - Similar to the False Report attack,
the attacker reports their own keys as infected to trigger
exposure warnings.

22. Trolling - This attack is performed when an adversary
knows they are infected and attaches their device to a car-
rier to spread their RPIs among unsuspecting users [16].
When their TEKs are published, multiple exposure alerts
will be triggered.

23. Nerd - This attack is performed when an attacker’s
app collects specific information (such as GPS loca-
tion, timestamps, or Wi-Fi networks) for each encounter
simultaneously with EN [12]. All the collected data can
be inserted into a database and then used to identify
reported cases.

24. Private Encounter Disclosure - Encounters between two
users can be disclosed by an attacker if the attacker can
successfully raise an alert on one of their devices [12].

25. Linking - This attack is performed when an attacker
associates two transmitted messages with the same
device [13]. In [36], the authors evaluated the feasibil-
ity and scalability of linking attacks on EN. Through a
field experiment and simulation, they found that linking

attacks are highly feasible and scalable,with a probability
of 86%.

26. Re-identification - In this attack, the attacker collects
RPIs and links them to diagnosis keys published by the
health authority.

27. NetworkTrafficAnalysis - This attack is performedwhen
the attacker infers the target’s infection status by analyz-
ing network traffic and communications with the health
authority’s server.

28. Diagnosis Server Compromise - This attack assumes that
the attacker can de-anonymize users with access to the
diagnosis server.

29. Learning Social Interactions - In this attack, the attacker
infers whether a user has met an infected person by ana-
lyzing exposure warnings.

30. Gossip - This attack assumes that the attacker records
one RPI and checks whether a user is infected when the
Health Authority publishes new TEKs .

31. Tracking by TEK - The attacker links anonymous identi-
fiers to the same device by misaligning Bluetooth MAC
and RPIs rotation.

32. Eavesdropping - In this attack, the attacker captures RPIs
to build user movement profiles.

33. Bluetooth Beacon - The attacker collects information
about active Bluetooth devices using a Bluetooth bea-
con.

34. Bluetooth Tracking - This attack occurs when a user is at
risk of being tracked via any Bluetooth interface.

35. Linking with Export File Analysis - In this attack, an
adversary examines the Diagnosis Key batches delivered
by the diagnosis server and tries to link Diagnosis Keys
that were independently generated on different days and
are a priori unlinkable.

36. Bombolo - In this attack, the attacker analyzes personal
contacts between users using data uploaded to the Health
Authority.

37. Profiling - In this attack, users’ movements are profiled
by capturing their RPIs [24, 27, 37].

38. Paparazzi - In this attack, an attacker uses a powerful
antenna to capture RPIs from a specific user and later
checks them for positive matches [12].

39. Brutus - In this attack, the attacker maps the real identity
of the infected user to uploaded data using an authenti-
cation mechanism.

40. Matrix - This attack is similar to the Paparazzi attack,
with a minor difference in the attacker’s capabilities.

41. Orwell - Like the Matrix attack, this attack is similar to
the Paparazzi attack.

42. Singling-out - This attack is described in [16] and is
performed when an attacker records only one RPI. The
attacker can then check whether a given user is infected
when the health authority publishes new TEKs [31].
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Fig. 16 Distribution of attacks by the main category

43. Contact Isolation - In this attack, the attacker links an RPI
to a device by recording only one RPI and checking for
positive matches when new TEKs are published [31].

44. Militia - In this attack, a group of people uses data
obtained from attacks such asNerd to threaten and isolate
infected individuals.

45. Compromised Mobile Device - In this attack, an attacker
verifies the user’s infection status by accessing EN data
stored on the device, potentially through a malicious s
Software Development Kit (SDK).

46. Forensics analysis - This attack occurs when an attacker
gains information about a target’s infection status by
accessing EN information stored on the device.

47. Coercion Threat - In this attack, the attacker threatens
the target to reveal their infection status by accessing EN
data stored on the device.

6 Analysis and discussion

The proposed taxonomy provides a structured and compre-
hensive view of the attack surface of EN systems, enabling a
deeper understanding of how vulnerabilities manifest across
different operational layers. The 47 attacks are catego-
rized into three primary categories–Denial of Service, False
Alert Injection, and Information Disclosure–and refined into
subcategories based on attack outcomes, extending prior
single-level classifications.

Fig. 16 presents the number of attacks per primary catego-
rization. From the results, Information Disclosure accounts
for themajority of identified attacks (53%), followed byFalse
Alert Injection (34%) and Denial of Service (13%). This dis-
tribution suggests that privacy and inference-based attacks
constitute the dominant threat vector, indicating that adver-
saries are more likely to exploit information leakage than to
disrupt system availability or inject false data.

Beyond individual attack categories, the taxonomy high-
lights that attacks can be composed or chained across
categories. For instance, inferred Information Disclosure
attacks (e.g., profiling or Bluetooth tracking) may provide
auxiliary data that enhance the effectiveness of direct attacks
such as coercion or deanonymization. Similarly, False Alert
Injection attacks can be combined with social engineering
techniques to amplify their real-world impact. This reinforces
the need to consider multi-stage attack scenarios, rather than
isolated threats, when evaluating system security.

The taxonomy also exposes weaknesses in core EN
design assumptions, particularly regarding anonymity and
unlinkability. Although EN relies on rotating identifiers and
decentralized processing, several attacks demonstrate that
these protections can be undermined through correlation
techniques, auxiliary data sources, or large-scale data col-
lection. Consequently, the privacy guarantees offered by EN
systems should be regarded as context-dependent rather than
absolute.

From a defensive perspective, the implications are sum-
marized in Table 1. This table provides a structured mapping
between each attack category, its operational impact, and cor-
responding mitigation strategies, enabling a translation from
threat analysis to system design decisions.

For Denial of Service attacks, the table emphasizes their
impact on systemavailability and usability, primarily through
resource exhaustion (e.g., battery, storage, and Bluetooth
interface). Although these attacks represent a smaller por-
tion of the taxonomy, their effect is immediate and visible
to users, potentially degrading trust and reducing adoption.
The recommended mitigations–such as rate limiting, adap-
tive Bluetooth duty cycling, and prioritization of EN-related
processes–reflect the need to manage resource contention at
the system level.

In contrast, False Alert Injection attacks primarily tar-
get data integrity and trustworthiness. Their implications
extend beyond technical disruption to broader social effects,
including misinformation, unnecessary isolation, and ero-
sion of confidence in public health systems. The proposed
countermeasures–such asmulti-factor verification of diagno-
sis reports, geospatial plausibility checks, and cryptographic
binding between identifiers–indicate that defending against
these attacks requires stronger validation and authentication
mechanisms across the reporting pipeline.

Information Disclosure attacks, which constitute the
largest category, directly threaten user privacy and anonymity
guarantees. They have the potential to lead to regulatory
non-compliance and secondary misuse of sensitive data. The
recommended mitigations–such as differential privacy, min-
imal data retention, and end-to-end encryption–highlight the
importance of privacy-by-design principles and stricter con-
trol over both data exposure and metadata leakage.

Despite its contributions, this work has some limitations:
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Table 1 Attack categories, impact, and mitigation strategies

Attack
Category

Operational Impact Mitigation Strategies

Denial of
Service
(DoS)

• Exhausts device resources (battery, storage, Bluetooth) • Implement rate limiting for RPI transmissions

• Disrupts EN functionality and user experience • Use adaptive duty cycling for Bluetooth

• Reduces public health efficacy • Assign priority queues for EN-related events

False Alert
Injection

• Undermines trust in EN systems • Require multi-factor verification

• Compromises public health response • Use geospatial plausibility checks

• Exploits cryptographic gaps • Deploy cryptographic binding of RPIs to TEKs

Information
Disclosure

• Violates user privacy • Adopt differential privacy for RPI/TEK

• Risks legal non-compliance

(e.g., General
Data
Protection
Regulation
(GDPR))

• Enforce minimal data retention policies

• Enables secondary exploitation • Use end-to-end encryption

• The taxonomy is derived from the publicly available lit-
erature and may not capture emerging or undisclosed
threats

• Although the classification provides a qualitative under-
standing of the threat landscape, it does not quantify the
likelihood or real-world impact of each attack

• the proposed taxonomy is specific to EN-based systems
and may require adaptation for alternative or hybrid con-
tact tracing architectures

• Continuously updating the taxonomy to reflect evolving
threats will be essential to maintaining its relevance in
future public health scenarios

The proposed taxonomy can serve as a foundation for
future research in several directions. These include the devel-
opment of quantitative risk assessment models, the design
of automated detection and mitigation mechanisms, and the
evaluation of next-generation contact tracing systems that
integrate advanced privacy-preserving techniques.

In addition, the evolution of EN must address cross-
cutting challenges that transcend individual attack categories,
particularly in the areas of interoperability, usability, and
transparency. Standardization of cryptographic and com-
munication protocols is essential to close interoperability
gaps that attacks such as Still-Valid Keys exploit, especially
when users travel across borders. Federated trust models can
further strengthen cross-jurisdictional validation, ensuring
that TEKs and RPIs from foreign EN systems are consis-
tently authenticated. At the same time, balancing security

with usability is critical: overly intrusive measures, such as
frequent verification prompts, risk alienating users, while
adaptive security policies–such as relaxing verification in
low-risk areas and tightening it in high-risk zones–can main-
tain both protection and user engagement. Transparency and
accountability are equally vital, as regular security audits and
clear incident response protocols not only build public trust,
but also ensure compliance with evolving regulatory require-
ments.

Looking beyond immediate threats, long-term resilience
is also important for future EN system design. Future-
proofing against emerging risks, such as quantum comput-
ing, requires the adoption of post-quantum cryptographic
algorithms for the generation of TEK and RPI. AI-based
security could also offer another layer of defense, enabling
real-time anomaly detection to identify and mitigate novel
attacks as they arise. Decentralized architectures, includ-
ing blockchain or distributed ledger technologies, present
opportunities to enhance transparency and tamper-proofing,
reducing reliance on centralized authorities, and minimiz-
ing single points of failure. These forward-looking strategies
ensure that EN systems remain robust against both current
vulnerabilities and those that may emerge as technology
evolves.

Ultimately, the effectiveness of EN systems hinges not
only on addressing specific attack vectors, but also on embed-
ding adaptability and user-centric principles into their core
architecture. By prioritizing interoperability, usability, and
future readiness, designers can create systems that are not
only secure and private but also scalable and trusted by the
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public. This holistic approach is essential to maintain the
integrity and efficacy of digital contact tracing in current and
future public health crises.

7 Conclusions

The EN system has played a pivotal role in digital contact
tracing during the COVID-19 pandemic. As the system con-
tinues to evolve to address emerging pandemic challenges,
a thorough understanding of its vulnerabilities and attack
vectors is essential to ensure its long-term effectiveness and
resilience.

In this paper, a general taxonomy for EN-based attacks is
presented. A set of 47 existing attacks is classified into three
main categories—Denial of Service, False Alert Injection,
and Information Disclosure—according to their character-
istics. The proposed taxonomy introduces six new subcate-
gories and uses a granular, multi-level, tree-like structure that
includes all known EN-related attacks. These new categories
enable a better understanding of EN’s current attack vectors
and highlight areas that can be further explored, analyzed,
and corrected.

The analysis of the attacks and the taxonomy, highlight
that Information Disclosure attacks dominate the attack sur-
face, emphasizing persistent challenges in preserving user
privacy despite the system’s decentralized design. Addi-
tionally, the taxonomy reveals that attacks can be com-
bined across categories, reinforcing the need to consider
multi-stage threat scenarios in security evaluations. From
a practical perspective, the proposed taxonomy supports
more systematic security analysis, and it offers a structured
foundation for both researchers and practitioners to better
understand vulnerabilities and improve the resilience of EN-
based systems.

This research aims to contribute to enhancing the effi-
ciency, security, and privacy of contact tracing systems by
providing a holistic view of their associated attacks. Recent
research also highlights that, by integrating real-time data
analytics and adaptive privacy safeguards, AI-based systems
offer a scalable and ethically sound solution for future pan-
demic preparedness. However, further research is needed to
address challenges related to widespread adoption, interop-
erability across regions, and the evolving landscape of cyber
threats targeting these systems. The development of resilient,
secure contact tracing frameworks thus remains a critical pri-
ority for global public health infrastructure.
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